% ObUSiX Overview

Abusix Guardian Intel

Attack surfaces of today are far and wide. Email, in particular, continues to be one of
the most utilized surfaces by malicious actors. To help combat threats, Abusix has
developed Guardian Intel.

What Is Guardian Intel?

Abusix Guardian Intel is a unique offering and approach to traditional Threat
Intelligence. Abusix’s datais derived from our positioning within the Email protection
space for major Internet Service Providers and Telecommunications companies. Within
the Tl data provided, customers will see unique IOC dataregarding several known
nefarious attack vectors that Abusix has developed due to our proprietary
methodologies.

With most Tl data being provided from the lens of the endpoint, Guardian Intel is

unigque to the mail space and provides preemptive discovery of the attack surface. I0OC
Data Points included in Guardian Intel are:

* |P data of known Malicious Infrastructures %
Hashes of Attachments received in Spam, Malware, ° ¢ o @

and Phishing emails

e Bitcoin Wallets

* Malicious and Spam Domains @

Authentication (SSH/SMTP AUTH) Abuse

URL Shortener and Drive URL hashes

With Guardian Intel, Abusix recommends utilizing the IOC datain infrastructure
protection (Edge Firewalls and Endpoint), threat hunting, and SIEM/XDR alert
augmentation.

To learn more or to sample our data, please visit abusix.com to set up anintroductory
call today.
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